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PWA's Risk Management

in 2005
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Introduction

An important factor that will contribute to suc-
cessful operation of PWA with respect to businesswise
management under good corporate governance is the En-
terprise wide Risk Management. If this is able to be carried
out by the personnel throughout the organization, it will
surely guarantee the attainment of the organizational vi-
sion with value corporate governance materially.

In 2005, risk management work of PWA was
continued from the year 2004. More systematic approach
was conducted by stipulating the subject in the operation
plan and business plan of the year and the results were

as follows.

L.Policy and Strategies

A policy on risk management was declared on May
10, 2005 with the following details:

1.1 Palicy, Objectives, Scopes,Time-frame, Activities
and Responsible Individuals were clearly defined and
elaborated. Raw water risk management for Water
Resources to be implemented in 2005 as a pilot project.

1.2 4 categories of risks were identified like
Strategic Risk (S) Operational Risk (D), Financial Risk (F)
and Compliance Risk (C). These are abbreviated as SOFC
on the Risk Map of PWA.

1.3 Levels of impacts as a consequence of each
category of risks were natified and the levels of risks were
classified accordingly into 4 levels like High Risk (H)
Significant Risk (S), Moderate Risk (M) and Low Risk (L)
according to the Risk Profile of PWA.

1.4 Proper management for each category of risks
as identified in 1.2 was then formulated /selected with
regard to their impacts, chances, associated costs,
benefits to be gained, and residual risk as compared with
appetite risk.

1.5 Report on Risk Management together with its
Evaluation was to be submitted to the Board of Directors

for perusal.

2. Risk Management Steering Committee
A steering committee consisting of deputy gover-
nors, advisers and assistant governors, with the director of
the inspector office as its secretary, convenes regularly to
maonitor the progress of the risk management activities of
PWA. Also for higher efficiency, working groups are set up
to carry out the activities at the agency level. This will

ensure organizationwide realization of risk management

3. Risk Management Department

In the recent organizational structure, a new
department called the Risk Management has been
established to intensively supervise the risk management

work of PWA.

4. Risk Management realization

In 2005 , various activities were conducted in order
to educate various levels of PWA's personnel, like

4.1 A seminar on " Risk Management” on September
8, 2005 at the Rama Gardens Hotel, Bangkok. The seminar
was attended by members of the Board of Directors, the

steering committee and the senior executives.
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4.2 Topic on risk management was annexed to the
curriculum of the waterworks manager training on July
4-19, 2005.

4.3 Roving lectures on risk management were
arranged for the staff in the provinces.

44 PWA's policy and principles of risk management
were disseminated internally. Each agency was ordered to
arrange meetings to exchange ideas and recommmendations
about risk events and associated impacts within their own
agency in order that management at the operational levels
could be implemented.

4.5 Internal public relations media like intranet, infoma,
annual reports, magazines, bulletins and intercom were also

employed for the dissemination of the subject.

5.Development of Risk Management System
In 2005, PWA's manual on risk management was
improved. Risk Map was also drawn to show relationship of
each event of risks and their mutual impacts. Risk profile
showing events of risks with associated chances and levels
of their impacts according to scores.
Therefore said risk profile showed that 6 events of
high risk, 10 of significant risk, 4 of moderate risk, and 3
of low risk were there. Raw water risk both guantitative
and qualitative fell under high risk category because of its
adverse impacts on PWA's revenues, credibility, and the
organizational image, apart from the suffering of the
customers. Groundwater well closure also remained of high
risk because of its connection with the minimum off-take

commitment.

L-Risk Management for Events of High
Risk

6.1 Raw water source. A pilot project was formulated
in 2005, in conjunction with campaigns on water saving.

6.2 Raw water quality. Close surveillance of raw
water quality was conducted in risky areas together with
careful operation of water production to ensure standard
product. The clean-safe-drinkable water from-taps
program was continued actively too. 13 more waterworks
were accredited by the Department of Health in 2005.

6.3 Groundwater well closure. This was one of the
strategies in the 2005 business plan. Discount of charges
were given to factories for new connections to PWA's
networks as well as the extension of pipelines to factories
for their changes of water use. Compensation from the
government in the form of Public Service Obligations was
requested continuously. Proactive campaigns on the
matter were continuously conducted by means of various
channels of public relations during April and June, 2005.
The results at the end of 2005 showed increasing number

of the customers using surface water of PWA.
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7. Information Technology and Risk
Management

7.1 The assistance governar for Information System
and Evaluation has been appointed as PWA's Chief
Information Officer, (CIO) to supervise the IT work of PWA.

7.2 A committee has been appointed to supervise
the safe-guarding of computer data and networks of PWA.
This committee has to formulate guidelines and measures
for safe-guarding as well as recommendations for the
operation and use of the netwaorks.

7.3 A regulation on safe use of PWA's computer
networks has been issued in which the head of Data
Center and Network Section, Computer Division has been
appointed to look after the networks.

7.4 A division of Technology Inspection has been
established under the department of the Operation
Inspections to inspect the operation of each agency in
respect of IT-to make sure that it is in compliance with
laws, rules and regulations of PWA. This division is
responsible for direct reporting to the Board of Directors
and the Audit committee

7.5 IT has been employed in the improvement of
PWA's business process like the FI, MM, HR, EIS and GIS. It
results in fewer steps of the processes and better internal
controls. Since all data are stored in Data Warehouse of
the same data base, data management is then easy,
accurate and reliable. Also an Operation Manual for every
work process has been produced for the users to comply

with Best Practice.

&. IT Risk Management

8.1 Electric generators have been provided for all
computer control rooms to ensure continuous power supply
in case of long power supply outage.

8.2 Personnel with authority to access the computer
contral rooms have been designated.

8.3 Data Backup has been arranged by which
recorded data are kept in 2 different places for the safety
of the data from fires and natural disasters. Main
computers for the data of the provincial agencies are
isolated to 10 regional offices and on-line data backup are
provided to ensure continuous connection between the
regional offices and the headquarters. In the event of data
damages, they will be replaced with most recent data
backup.

84 Preventive maintenance of computer accessaries
is conducted to avoid complete failure of the system.

8.5 The network system of the Interior Ministry is
to be employed as a data backup system of PWA to allow
for PWA's own VPN failure. As for the networks systems
connecting the waterworks to the regional office concerned,
a dial up to the regional office must be always done to
serve as another means of data backup in case of VPN
failure.

Therefore said work on PWA's risk management
serves as an important starting step for total risk
management and will be a part of its organizational culture
and if connected and integrated properly, sustainable

organizational value can be created.
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