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1.1.
1.2.

1.3.

1.4.

1.5.

1.6.

1.7.

1.8.
1.9.

1.10.

1.11.

1.12.

1.13.

1.14.
1.15.

1.16.

1.17.

1.18.
1.19.
1.20.

fvun Switching Fabric %38 Switch Capacity Litlesnan 32 Gbps
fAnesauu 10/100/1000 F1uiulitesnin 24 wesn 3o $995UN1T Stacking lalitiosna
8 gunsnl
IWosMLUU 1000 Base-X 31uauliitosnii 4 wasm ﬁsaa%’umﬂdhaauw 1000BASE-SX,
1000BASE-LX/LH, 1000BASE-ZX, CWDM g
atiuayuIIu MAC Address lageanliitfosndn 12,000 MAC Entries
atuayuunsguldun IEEES02.1D, IEEE802. 1w, IEEE02.1s, IEEES02.1p, IEEE802.1q; 6t
a1113091 IPv4 Routing lan RIP, OSPF, BGPv4 wag Policy Based Routing sulufiatiuayuy
n15%1 Routing Neighbor Authentication wuu MD5 g
i Hardware Forwarding @1%5U IPv6 Routing Imsaﬁuayuﬁﬁﬁ%ulﬁud Static Routing,
OSPFv3 idusgnatio
@1115091 IP Multicast Membership @A IGMP v3 snooping uag IGMP Filterin ldusgatios
&11130%1 IP Multicast Routing Protocol laln PIM, Source Specific Multicast Iiilusgnstios
auuayuN15Yin Access Control List (ACL) Layer 2-4 74 1Pva wag IPv6 Tapanansatiadunisly
sullgalusysuness, VLAN waz Route Interface 14
atuayun1svi Quality of Service (Qos) MXXMIIFIU 802.1p et
@11150911 User Authentication LUy IEEE 802.1x Wag User/Device MAC-Authentication 52
lUfla IEEE 802.1x kUU Guest VLAN, VLAN Assisnment, Per-User ACLs, Voice VLAN &g
Multi Authentication (Multiple Supplicants per port) e
d1u150%1 User Web-Based Authentication 1ae5935U Custom HTML d1%5Unin
Authentication wagigy URL 9% Redirect §iavins Authentication Wuls
5995UN591 Spanning Tree MuuNM51§71U IEEE 802.1d, IEEE 802.1s wag IEEE 802.1w
aﬁfmgu Uni-Directional Link Detection (UDLD)%3® Device Link Detection Protocol (DLDP)
dmiunsnaeunnuAananveinsdoudeaedaalld
aduayuaruansaduauaenfevesgUnsniuarsruueSetnedadeluil

1.16.1. Unicast, Multicast ta% Broadcast Storm Control

1.16.2. DHCP Snooping, Dynamic ARP Inspection (DAI), IP Source Guard (IP & MAC

Binding)

ANUTAUTTINNTUALIVUARTIAABUNTVINTLYRIRUNTOIAIELTS

1.17.1. Command Line Interface (CLI), SNMPv3 gz Web Browser (HTTP)

1.17.2. Telnet, SSHv2, NTPv3 g Syslog
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2.1.
2.2.
2.3.
2.4.
2.5.

2.6.

2.7.

2.8.

2.9.

2.10.

2.11.

2.12.

2.13.

2.14.

2.15.

2.16.

2.17.

2.18.

2.19.
2.20.

w1 Switching Capacity %30 Switching Bandwidth saulaifesnin 32 Gbps

fwesmluu 10/100/1000 Base-TX f1wiusiuliitosnin 24 wasa

atfuayuIIuIy MAC Address laasanlidiaeni 8,000 MAC Entries

soefunsideusio Redundant Power System nteuanld

aﬁuayummgmlﬁm IEEE802.1D, IEEE802.1w, IEEE8B02.1s, IEEES02.1p, IEEEB02.1q Way
IEEE802.3a Ingatiuayun1siin VLAN hitfesnin 255 VLAN

avuayu IP Multicast Membership 1A IGMP v3 snooping, MLDv2 snooping, Multicast
VLAN Registration (MVR) uaz IGMP Filtering lalluegsting

atuanun19vi Access Control List (ACL) Layer 2-4 laganunsadsduldanulussiunasnla
awsniua MAC Address wagduauildeniluusagnesald (Port Security) uazaiuayy
11591 MAC Address Notification Tnganunsaudaifion MAC fiufia (Learn) n30au (Remove)
ponlula

atfuayunisUasiu Unicast, Multicast wag Broadcast Storm &

aﬁuﬁigu Uni-Directional Link Detection (UDLD)#3® Device Link Detection Protocol (DLDP)
dmsunsaaeuAuAanaInTeInsieuseaedaya ol

anansadesfiunsiessie DHCP Server lall#3uayn (DHCP Rouge Server) 1
aﬁuauumii’]aaﬁ’u ARP Spoofing wazn1sUasuulaau Default Gateway ¢78 Dynamic ARP
Inspection (DA ¢ saulufisatiuayunisdesiunisuasuuuas IP Address (IP spoofing) fae
IP Source Guard 1¢

@11150%1 User Authentication WuU IEEE 802.1x Wag User/Device MAC-Authentication 323
lUfa IEEE 802.1x wUU Guest VLAN, VLAN Assisnment, Per-User ACLs, Voice VLAN LLag
Multi Authentication (Multiple Supplicants per port) 161

d1u150%1 User Web-Based Authentication 1ae5935U Custom HTML d19%5Unin
Authentication wagigy URL 5% Redirect lovinns Authentication Wulé

aﬂuayumiﬁ’] SPAN %38 Port Mirroring 161

3995UN1SV Spanning Tree AUNIMAT1§1U IEEE 802.1d, IEEE 802.1s wag IEEE 802.1w
aﬁuaqu Discovery Protocol buu IEEE 802.1AB Link Layer Discovery Protocol (LLDP) wag
LLDP-MED ¢

AUUAYUNITUINISIANISUUY Command Line Interface (CLI), SNMPv3, Web Browser
(HTTP), Telnet, Layer 2 Traceroute, SSHv2 Lag NTPv3 I
HIUN33UTRINNNIRTEIUANUaaAY FCC, UL wag EN

gUnsnin Fesanansnfiassuu Rack 197 Ikasdoadunedmi linerunisldnunon
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3. aunsaillesiuaiatne (Firewall) 3747w 100 67 Aaaudfnsalull

3.1.

3.2.

3.3.

3.4.

3.5.

3.6.

3.7.
3.8.

3.9.

3.10.
3.11.

3.12.

3.13.

3.14.

3.15.

3.16.

3.17.

3.18.

3.19.
3.20.

Lﬁuqﬂﬂiiﬁ Firewall Uy Hardware Appliance wazdinnsyiheruduuuuy Stateful Inspection
Firewall 39 §11N135095U9NA@NTU ICSA

fin1si¥euse (Concurrent/Maximum connections) laasgalaitioandn 10,000 sessions waz
2,000 connections per second tngdl Firewall Throughput gegnlaitiosnin 150 Mbps
7115091 VPN ANNNINTIFIU IPSec wag IKE ‘ﬁ‘iLLUU DES (56 bits), 3DES (168 bits) kag AES
(256 bits) Tnea111509995U IPSec Tunnel laliitdounin 10 peers wioue Au lawldl VPN
Throughput asanliitesnda 100 Mbps

seefunugldnugegalitesndt 50 au

inosn Ethernet LUU 10/100 BaseTX 0819108 5 Wosn LazT995UN15LUS Zone oonle bl
188n11 3 Zones %38 3 Virtual LANS.

5995UNTYIN9UBS IPS Firewall Taedl Throughput liitlaenin 60 Mbps

annseldnulduu IPva waz IPv6 wilu Route mode waz transparent mode
41311305995UN19Y119UUB3 VPN A1u1195511 SSL %30 IPsec laeaunsnseasudnuiu user
I¢egnation 2 users wazganansasosiurengldsnilininit 25 users melugunsaififenlaly
ouran lunsdifigunsallaianisasiiaunuy SSLVPN n3e IPsecVPN ¢ fosiausgunsal
Aeuendianunsavih SSLVPN %o IPsecVPN I

A11150%1 Network Address Translation (NAT) WILUU Static waz Dynamic kag Port
Address Translation (PAT) 141

@13150911 Multicast Routing Wuu PIM wag @1115avin IGMP g

@11150N1%1UA Policy TAELUIRIY Source IP address, Destination IP address, Service Tondu
981y

@11150911 QoS luanwagn1sa1iaUsuan1sigeu (Policing), Lﬁmﬁwé’ummﬁwﬁmmm
Joya(Priority Queuing) Uay Lﬁaﬂhsiﬁmiﬁﬁayjaa&J'Nﬁﬂizam%mw
fnauandinmelugunsaldmsutesiunislaufiuuy IP Fragment attack uazdasanunsadasiu
IP spoofing 161

a1u130vi1 Application Inspection @%5U HTTP, FTP, DNS, SNMP, ICMP 1sidusgnstios
aluauUN1INTIVEOURITIURIY Local Database, RADIUS %38 LDAP laiuaestioy
A11190U31139AN15W U Command Line Interface (CLI) wag Graphic User Interface (GUI) Tu
JULUUURY Encryption Format Auaa311u SSH wso SSL 1a1

fimuannsalunis monitor waz report @01UEN1IVNNUYDITZUY kay security event ﬁlﬁm
Fuls

@1115091015 monitor $28 SNMP version 1, 2,3 wae syslog
usuIIngIgIuANUaenie FCC way UL 1¢
\Jugunsalfifiedesmnenseideaiugunsainssaedygaiiausluasanise
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