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fvwe Switching Fabric %38 Switch Capacity litlosnin 32 Gbps
fnasaLuu 10/100/1000 Sruruliitiosnin 24 wese
ANDSALUU 1000 Base-X 31urulitiosnii 4 wasn ﬁsaa%’umﬂdimaauw 1000BASE-SX,
1000BASE-LX/LH, 1000BASE-ZX waz CWDM g1
atuayudIu MAC Address lgeanlitaendt 12,000 MAC Entries
avfuayuansguldln IEEE02.1D, IEEE802. 1w, IEEEB02.1s, IEEE802.1p, IEEE802.1q 16
@11150v1 IPv4 Routing lan RIP, OSPF, BGPv4 uag Policy Based Routing saulufivatiuanu
n15911 Routing Neighbor Authentication wuu MD5 ¢
i Hardware Forwarding @1%5U IPv6 Routing Imaaﬁuauuﬁﬁﬁ%MIﬁLLﬁ Static Routing,
OSPFv3 idusgnstie
&1115091 IP Multicast Membership 1én IGMP v3 snooping &y IGMP Filtering lailuseng
1og
@131150%11 IP Multicast Routing Protocol @A PIM, Source Specific Multicast 1atduagng
Uog
atfuayunsvi Access Control List (ACL) Layer 2-4 %11 IPva ua IPv6 Tasanunsatiafunisld
nuldislusedunede, VLAN uag Route Interface 1¢f
atuayun19¥i Quality of Service (Qos) MuKATIFIY 802.1p 61
a11150911 User Authentication tuu IEEE 802.1x lag User/Device MAC-Authentication 54
lUf9 IEEE 802.1x kuUU Guest VLAN, VLAN Assignment, Per-User ACLs, Voice VLAN wag
Multi Authentication (Multiple Supplicants per port) 161
d1u150%1 User Web-Based Authentication 18 5995U Custom HTML @195 U %11
Authentication kagsey URL 7l Redirect Wilavns Authentication ®Wauls
5995UN5YN Spanning Tree MuNNMS1§U IEEE 802.1d, IEEE 802.1s wag IEEE 802.1w
arfuayu Uni-Directional Link Detection (UDLD) dwiunsiaasusuiianainueinisiiouse
anedyanula
aﬁ'uawummaﬂmiaé’mmmﬂaawﬁammqﬂmaﬁuamwuLﬂ%mha@fwialﬂﬁ

1.16.1. Unicast, Multicast ag Broadcast Storm Control

1.16.2. DHCP Snooping, Dynamic ARP Inspection (DAI), IP Source Guard (IP & MAC

Binding)
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1.17.1. Command Line Interface (CLI), SNMPv3 way Web Browser (HTTP)

1.17.2. Telnet, SSHv2, NTPv3 Way Syslog
gUnsnivfesanansnfinisuu Rack 19” fitiauald
HUNMISUsEwINIIRsgIUALaendy FCC, UL iustgntoy
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fvwe Switching Capacity #50 Switching Bandwidth saulsitiesnin 32 Gbps

fnosAwuy 10/100 Base-TX druruswliitioonin 24 wase

fwosAuwuy 10/100/1000 Base-T d1uruniulitosnin 2 wasn

aduaywImIl MAC Address loigeanlsitiasnd 8,000 MAC Entries

sosfun1silieusie Redundant Power System mewenid

aﬁuayummgmlﬁm IEEEB02.1D, IEEE802.1w, IEEES02.1s, IEEE802.1p, IEEE802.1g UWae
IEEE802.3a Ingatiuayunisvin VLAN lideendn 255 VLAN

aﬁfuauu IP Multicast Membership 1an IGMP v3 snooping, MLDv2 snooping, Multicast
VLAN Registration (MVR) iag IGMP Filtering lsiluegsilos

atuayun19¥i Access Control List (ACL) Layer 2-4 Taganunsadsduldanlussdunainla
annsnimua MAC Address wagduruiildauluusagnasals (Port Security) wagaiuayu
19911 MAC Address Notification laganunsaudafion MAC i (Learn) w3oau (Remove)
panlula

atfuayunisUasniu Unicast, Multicast uag Broadcast Storm lai

atfuayu Uni-Directional Link Detection (UDLD) dw§unsivaousaiismainyeinisiiouse
anedyanula

annsadestiunisiliensio DHCP Server Alallé3uaun @ (DHCP Rouge Server) ¢
aﬁuayumiﬂa\‘iﬁu ARP Spoofing waznsuaeuwUaandy Default Gateway e Dynamic ARP
Inspection (DA 19 saulufsativayunisdesiunisuasuuuas IP Address (IP spoofing) fae
IP Source Guard 141

a11190911 User Authentication tuu IEEE 802.1x lkag User/Device MAC-Authentication 54
TUf9 IEEE 802.1x wUU Guest VLAN, VLAN Assignment, Per-User ACLs, Voice VLAN uag
Multi Authentication (Multiple Supplicants per port) 16

d1u150%1 User Web-Based Authentication 18 5995U Custom HTML @195 U %11
Authentication kagsey URL 7l Redirect 1ilavins Authentication ®Wnuls

aﬁuaﬂéumiﬁw SPAN %38 Port Mirroring 161

5893UN13Y1 Spanning Tree MNNUMINZIU IEEE 802.1d, IEEE 802.1s thay IEEE 802.1w
aﬁuayu Discovery Protocol iuu IEEE 802.1AB Link Layer Discovery Protocol (LLDP) i@
LLDP-MED g1

AUUAYUNITUINITIANITWUY Command Line Interface (CLI), SNMPv3, Web Browser
(HTTP), Telnet, Layer 2 Traceroute, SSHv2 lag NTPv3 1]
H1UNN55UTINUNRTTIUAINUARANY FCC, UL wag EN
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L‘ﬁ‘uqﬂﬂiaj Firewall LUU Hardware Appliance wazdin1svireudunuu Stateful Inspection
Firewall

finsidousie (Concurrent/Maximum connections) laigegalitasnda 10,000 sessions waz
4,000 connections per second lneil Firewall Throughput gegalitiesnd 150 Mbps
#13150911 VPN m1u11n51g1u IPSec way IKE fauun DES (56 bits), 3DES (168 bits) wag AES
(256 bits) lnea111505995U IPSec Tunnel laliitounin 10 peers wiou9 fu el VPN
Throughput Qﬂqmliiﬁaaﬂdﬂ 100 Mbps

sosfuduugldnugealiesndy 50 au

finosn Ethernet WUU 10/100 BaseTX 081998 8 Wosh LArToI5UNITUUL Zone oonlalil
198A11 3 Zones %50 3 Virtual LANs.

5935UNIS LAY IPS Module w&na1nn1599uves Firewall Tneseasu IPS Throughput Ll
19811 75 Mbps

annsaldeulduun IPva uaz IPv6 vislu Route mode wae transparent mode
A101509995UN15VNIUVD VPN 91193y SSL Ineanunsnsessudnuau user loogetae
2 users wagannsasesivvengldsaulisiinds 25 users melugunsalfufoaldlusunan Tu
nsdifigunsallaiannsavieniuy SSLVPN 16 deaausgunsalangueniianansavih SSLVPN et
a1115091 Network Address Translation (NAT) WILUU Static way Dynamic Wag Port
Address Translation (PAT) 161

&11150911 Multicast Routing Wuu PIM Uag @131503i1 IGMP g1

ANUITOANUUA Policy AU 9mu Source IP address, Destination IP address, Service Tondu
981Uy

4191509 QoS ludnwarn1ssriausunanistdenu (Policing), Wind1diuarud1fyves
Jaya(Priority Queuing) Ua Lﬁmhaiﬁmiﬁﬁayjaaﬂﬁqa‘jﬂizﬁm%m‘w
finuantinglugunsaldmiudesiunislaufiuuy IP Fragment attack wazsasanunsadasiu
IP spoofing 161

amn30vin Application Inspection w3y HTTP, FTP, DNS, SNMP, ICMP Taidusestiae
aluayun1InsIaeuRldaunIu Local Database, RADIUS, LDAP laidusgatios
A11130USM59AN15W U Command Line Interface (CLI) wag Graphic User Interface (GUI) Tu
JULUUYBY Encryption Format AuuIns1gIu SSH wag SSL a

finnuansalun1s monitor Lag report ANIULNTVNNIUVDITLUU ag security event ‘ﬁtﬁﬂ
Ul

A11190911715 monitor $28 SNMP version 1, 2,3 @y syslog
MumuEInsIgIuaNlaaniy FCC uag UL la
Hugunsaiifintesmnemsdifeaiugunsninssnedygnauiiausluasinis
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